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Abstract: 
Recent advances in embedded systems, information and communication 

technology have given rise to a new technology Internet of Things (IoT). IoT is 

then a new technological trend joining newcommunications and computing 

paradigms. IoT enables people and objects in physical world as well as data and 

virtual environments to interact with each other, hence realizing smart 

environments such as, smart cities, smart energy, smart transport systems and 

smart healthcare as part of a prosperous digital society. Health care is one of the 

most significant application areas of IoT. It offers opportunities to several medical 

applications such as mobile and remote health monitoring. In IoT-based healthcare 

applications, privacy and security are major areas of concern as most devices and 

their communications are wireless in nature. Since humans are directly involved in 

IoT based healthcare applications, it will become very crucial to provide robust 

and secure data communication among healthcare sensors, actuators, patients, and 

caregivers. Conventional security and protection mechanisms including existing 

cryptographic solutions, secure protocols, and privacy assurance cannot be used 

due to resource constrains, security level requirements, and system architecture of 

IoT-based healthcare systems. The smart health monitoring systems are generally 

connected with the wireless network medium that is extremely vulnerable for 

threats.health monitoring applications and systems experiences various attacks. 

These attacks include Denial of Service (DoS) Attack, Fingerprint and Timing-

based Snooping, Router Attack, Select and Forwarding attack, Sensor attack and 

Replay Attack.This paper aims to explore the role of IoT in healthcare, 

vulnerabilities, attacks, and security issues and solutions. 
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1. Introduction: 
The internet of things (IoT) is the networking of physical devices that are both 

connected and smart. These devices are embedded with software, sensors, and 

network connectivity that enables them to collect and exchange data. An IoT can 

be controlled remotely across existing network infrastructure, this creates an 

opportunity for more direct integration of devices into computer-based systems 

which results in improved efficiency, and accuracy. This in turn provides an 

economic benefit to those who use it. An IoT device that use sensors and 

actuators, the technology becomes a part of cyber-physical systems. These types 

of technologies include smart grids, smart homes where it is used to control and 

automate lighting, heating and cooling with a smart thermostat like the Nest 

Thermostat. Appliances such as washers, dryers, ovens or refrigerators can use 

Wi-Fi for remote monitoring. There are automobiles with built-in sensors, field 

operation devices that can assist firefighters in search and rescue operations. Each 

of these things are uniquely identifiable via the embedded computing system, but 

they can also easily 

interoperate within the existing Internet infrastructure. These devices collect 

useful data with the help of various existing technologies and then autonomously 

move the data between other devices. Experts are estimating that by the year 2020 

the IoT will consist of almost 50 billion objects. A significant portion of these will 

be medical devices, from pacemakers to infusion pumps, mobile medical 

workstations, in-home monitors, and personal fitness devices. When it comes to 
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healthcare the "Things," in the Internet of Things, can refer to a wide variety of 

devices such as heart monitoring implants, infusion pumps that are used in 

hospitals to deliver a pre-programmed level of fluids into a patient. There are also 

millions of other devices like pacemakers, insulin pumps, and cochlear implants. 

Some of these devices only send information via a wireless connection like a pace 

maker, while others can send and receive information. There are also devices 

know as wearables, like the Apple watch or the Fitbit, that can track vital 

information including your daily activity information, including the number of 

steps taken or calories burned. At some point this data is synced with the watch or 

another device for data analysis and to keep a history. The increase of IP-

connected sensors in hospital equipment and in patients gives us the opportunity to 

eliminate unnecessary waste and save lives. IoT gives the healthcare sector the 

opportunity to redefine the way things are done, but making this happen will 

involve enormous difficulty. Tying together all the disparate systems in the 

healthcare environment will be a challenge. In addition, there will always be the 

security concerns as to how these devices are secure. 

2. The Role of IoT in Healthcare: 

Healthcare is defined as the act of taking preventative or necessary procedures to 

improve a person’s well-being. This may be done with surgery, the administering 

of medicine, or other alterations in a person’s lifestyle. These services are 

typically offered through a health care system made up of hospitals and 

physicians. There are several areas in healthcare that IoT is playing an important 

role.  

• Elder care, which involves tracking elderly residence/patients at nursing home 

and hospital  

• Data gathering, which is the most mature area in healthcare, it involves many 

equipment that we see at bedside in hospitals like the EKG monitor, this is an area 

that continues to expand with new innovations happening in the world of IoT 

 • Real-time location is used to track people and assets at a lower cost As the 

presence of IoT in the healthcare sector increases, it is going to benefit both 

patients and healthcare providers. Treatments that patients receive can be 

enhanced by remote monitoring and communication, areas where IoT can play a 

big role. 

 Another use of healthcare IoT is mobile medical applications or wearable devices 

that allow patients to capture their health data. Much of this can be attributed to 

the data revolution which is empowering us to live healthier lives by using 

connected devices such as tablets, wearables and hand-held devices. The analysis 

of the data collected through electronic medical records, diagnostic information 

gathered through imaging equipment and hand-held personal devices will enhance 

the decision-making powers. This will allow patients to take a more active role in 

managing their personal health. In the future, this data-rich personalized analysis 

of our health will become the standard. Patients will be provided with tailor-made 

strategies to fight illness. From the data generated, we will learn how to improve 

our wellbeing and we will be motivated to take control of our life. There is a 

whole new industry around clinical decision support software, a growing sector 

related to IoT that boosts the role of connected devices by tying their use more 

directly to clinical decisions. The Food and Drug Administration (FDA) has 

already done quite a bit of work in establishing universal device identifiers for 

medical devices in IoT applications. There should be tagging of the metadata 

generated by connected devices that would allow data to be closely tracked as it 

travels between devices or between devices and networks. Doctors do not have to 
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wonder about the data. They will be able to trust this data and will know that it is 

really from their patient. The Healthcare sector remains one of the fastest to adopt 

the Internet of Things. Hospitals have been adopting the Internet of Things for 

many years. It is very common to see IoT devices in patient rooms, electronic 

medical records and other cloud-based resources. Figure 1 shows that Economic 

impact of IOT devces. At most healthcare organizations networking new devices 

is an ongoing initiative. However, the biggest challenge is the interoperability of 

devices which can lead to a network being exposed to new security vulnerabilities 

and additional risk As healthcare systems become interconnected, especially as 

numerous wireless medical devices start connecting to web-enabled IT systems 

they become increasingly vulnerable[3]. This vulnerability is not just from 

malicious hackers, but from other threats such as malware and the computer virus. 

 

Figure 1: Economic impact of IoT Devices by 2025 

3. Taxonomy of Attacks on IOT Devices in Healthcare System: 
There are mainly two kinds of attack in eHealth enviroment suchas routng attack 

and locaiton baesd attack. Routing attacks include router attack, select and 

forwarding attack and replayattack. Location based attack include denial of 

service attack, finger and timing-based snooping attack and sensor attack[1]. Inthe 

routing attacks mostly the intruders targets the route of datato send or drop data 

packets. In the locaiton based attack mostlythe intruders attacks on the destination 

node to deny the servicesof the system. Experts systems are also very benificial 

foridentifying and overcomming dengue fever, managingprivate information and 
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individual medical services data is also achallenging task here. As shown below in 

Figure 2. Categories of Attack. 

 
Figure 2: Categories of Attack 

A. Denial of Service Attack (DoS) 
In Denial of service attack, the attacker over-burdens thesystem’s data 

transmission with unknown traffic, which makes resources inaccessible for others, 

because other nodes won’t becapable to send their information after sensing the 

busy channel. In the Denial of service attack, the attacker ordinarily exploit the 

NAV behavior by tempera portion of the flags in control frames. In the IEEE 

802.11 standard, the nodes don't counter checkevery one of the flags in control 

frames; therefore, it is difficult to detect such kind of attack. In the Denial of 

service attack, the patient data can be accessed without the authentication and 

permission of access to data. The Denial ofservice attack also makes the system 

channel of data busy so that no other information can pass to any other sensor in 

the network.The Denial of service attacks to cause transmission of data between 

nodes connects to be lost or inaccessible. This type of attack undermines system or 

health care services accessibility, network functionality, and sensors obligation. In 

the Denial of service attack, the attacker can temper the data of the patient, 

mislead the receivers about the patient's information, can send false information of 

a patient, and can add false information of apatient and an adversary replays 

existing messages to threaten message freshness. These all threats of DoS attack 

can lead to false treatment, a false status of a patient and a false emergency call to 

any specific people. The modification of data can cause patient death. The DoS 

attack mostly occurs on each layer of the network and performed different threats. 

 
B. Fingerprint and Timing-based Snooping (FATS) 
The wireless network is unable to detect the new security threats that get 

information from examining the data transmission sensor to sensor, sensor to 

private location when the transmission is encrypted. This physical layer threat just 

requires broadcast time and finger print of every message, where a fingerprint is a 

set of features of an RF waveform that are exceptional to a specific transmitter. 

This kind of attack is calleda fingerprint and timing based snooping (FATS) 

attack. To mitigate this attack, an intruder listens silently all sensors’ data 

transmission with time stamps and finger prints. After observing this, the intruder 

uses the fingerprint to attach with every message to a specific transmitter and 

utilizes different times of deduction for every sensor location. When the intruder 

can get this information and can disrupt the health conditions. 

 
C. Router Attack 
The routing of data is important for health care based systems in the light of the 

fact that it permits remote information delivery and it encourages network 

versatility in huge hospitals. None the less, routing  involves a few issues, 

primarily because of the open nature of wireless systems. In this attack the 

attacker attacks on the information that is routing between the sensors in a 

wireless sensor network. This is due to in a health care systems based on wireless 

the most essential requirement is the protected delivery of patient information at 

the receiving end that can be doctor and hospital.  

 

Categories of 
Attack

Routing 
Attack

Router Attack
Select and 
Forwarding 

attack
Replay Attack

Location 
Based Attack

Denial of 
service attack

Finger and 
Timing based 

Attack
Sensor attack
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D. Select Forwarding (SF) Attack 
The selective forwarding threat is other type of black hole attack. In this threat the 

intruder gets access to single or multiple sensors to mitigate this attack. Therefore 

this is known as community-oriented specific forwarding. In this attack when the 

intruder gets access to any sensor then it drops the data packet sand also send 

these packets to neighbor sensors to make it suspicion. This attack affects the 

system very badly, if the sensor is close to base station. In this way, because of 

packet drop from the SF attack, it tends to be hard to recognize the cause for 

packet drop. This attack can be harmful for any patient or smart medical health 

system by incomplete data reaching at the receiver end. This attack can be more 

harmful than no data. This is in light of the fact that in medical health terms one 

may not see the entire picture without complete information. The changed patient 

data might sent to the receiver end. This could result in the wrong treatment of the 

patient. 

 

E. Sensor Attack 
Due to the accidental failure of sensors in the wirelessnetwork and the malicious 

activities performed by the externalattackers, sensor frequently left or join the 

network. In the wireless network due to lack of power sensor may die. In this case, 

the smart attacker can easily replace the sensor with thereal one and enter in the 

network, can perform maliciousactivities easily. Therefore, the patient data if not 

well places atmultiple sensor then the attacker can change the data as far 

asintruder wants. Also, false data can be inserted or served as legal due to lack of 

authentication schema. Pietro et al tended to the information survival issue in 

wireless sensor systems. The attacker is thought to be alert of the beginnings of 

the objective information, and can negotiation a subset of sensor/nodes in every 

round.  

 

F. Replay Attack 
A replay attack can mitigate when an intruder gets unauthorized access to system. 

The intruder examines the activities on system and then send message to receiver 

when thetransmitter stops to send data at that point it start to send signalas first 

sender. The main objective of the intruder in this attack isto build trust in network. 

The attacker sends a message to receiver that is mostly use in the access process. 

A replay as sault is portrayed as a rupture of security in which some datais stored 

with no authorization and afterward retransmitted to thereceiver keeping in mind 

the end goal to trap the last intounauthorized, for example, false recognition or 

verification or aduplicate transaction. Every attack has some impact on the system 

in some way. The major effects on health monitoring system are un-Authorized 

access, Data modification, Denial of continuous monitoring, Change the route of 

data destination and Data drop.  

 

Another attack included in IoT devices is DDoS with IoT Devices. 

Distributed denial of service (DDoS): 

DDoS is an attack where multiple compromised systems are used to target a 
single system causing a denial of service and causing that system to crash. There 
are various methods used to launch these attacks,  using malicious botnets is one 
of the way to launch these attacks[3]. Now a days the source code for a malware 
that can build botnets out of IoT products was publicly released. Since then, the 
total number of IoT device infected by the Mirai malware has jumped to 493,000 
from 213,000, according to internet provider Level 3 communications. Now 
imagine a scenario with a million compromised IoT devices and the collateral 
damage that can cause, especially if some of these IoTs are medical devices.  
Connected medical devices, like pacemakers, can only send information, others, 
can send and receive data. This can  make some patients vulnerable to a hacker 
trying to harm them or use their device as a portal to access medical data. In June 
2015, Billy Rios, a security researcher who helps the Department of Homeland 
Security proved he could remotely administer a lethal dose of drugs through a 
patient’s insulin pump. Billy Rios and his colleague were able to figure out the 
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passwords after acquiring embedded software and technical manuals from 
several vendors. He hacked the pre-programmed passwords from hundreds of 
devices. The Food and Drug Administration, which regulates the sale of medical 
devices, has been issuing formal guidelines on the issue. They have published 
new recommendations on how medical device makers should take cyber-security 
attacks into account. 

 

 
4. Conclusion: 
The internet of things (IoT) is emerged with many research are as to make the 

global smart like smart cities, smart traffic, and smart health. The smart health 

monitoring systems forwards the updated information about the patient's health by 

sensors at a specific location. The main objective of smart health monitoring 

systems is to improve the health quality and secure the patient’s life in an 

emergency situation. Many systems have developed to support the continuous 

monitoring of patient’s health but it becomes quite difficult to maintain the 

continuously monitor due to some security threats by the attackers. This paper 

comparatively analyzes attacks with there effectiveness, approach and security 

requirements in IOT healthcare systems. These security threats impact on system 

like denial of system’s services, data stealing, data update, change the data route 

and data drop. Therefore, it requires to adopt some security guidelines for 

system’s design and development for secure health monitoring.  
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